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Prevent the Transfer of Sensitive Data
Globalscape® EFT™ Scans File Transfers for Sensi  ve Data

Companies o  en label documents as protected informa  on, or limit access to those documents, 
yet informa  on that should have been kept confi den  al is s  ll shared with compe  tors, 
reporters, or customers. Many government and industry regula  ons (e.g., HIPAA, SOX, PCI DSS) 
require that a company protect such informa  on to stay compliant. 

Receiving documents from outside the organiza  on is o  en a rou  ne part of doing business, 
and is fraught with the risk of introducing viruses and other malware to the internal network. 
Usually, by the  me you know a fi le contained a virus, it has already spread throughout and 
infected the network.

The best away to stop the leak of informa  on from your company is to scan the documents 
automa  cally as they are being sent or received, and then block the transfer if a document 
contains sensi  ve informa  on.

Globalscape® EFT™ with Content Integrity Control™ Stops the Leaks

Globalscape EFT™ with Content Integrity Control™ (CIC) integrates with data leak preven  on 
(DLP) solu  ons to ensure that transferred fi les do not contain sensi  ve data. EFT can also send 
transfers to an  -malware scanners before allowing them to reach their intended des  na  on. 
Transfers are then permi  ed or blocked based on policies set in EFT Event Rules.

Some of the biggest threats to organiza  ons today are their own employees. 
Employees o  en transfer fi les outside of their organiza  on when doing 
business, to partners and clients, to coworkers who are working at home, 
or to themselves at their personal email addresses. Occasionally, they might   
transfer a fi le that contains sensi  ve informa  on about the company, its 
employees, its partners, or its customers. 
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With CIC, You Control What Gets Through

The EFT administrator can specify how EFT should react to items fl agged by the DLP and an  virus 
solu  ons, and whether EFT should automa  cally apply the relevant compliance requirements to 
your data transfers. Implemen  ng EFT with CIC in your network:

 > Ensures transfers are free of viruses/malware.
 > Ensures employees are not sharing confi den  al/ proprietary info.
 > Ensures no transfers contain nonpublic informa  on, such as PHI (protected health 

informa  on) and PFI (personal fi nancial informa  on).
 > Helps you maintain compliance with PCI DSS requirements regarding DLP.

Contact Globalscape today to learn more about EFT with Content Integrity Control.


